ISLAMI BANK BANGLADESH PLC.
OPERAIONS WING
CENTRAL PROCUREMENT DIVISION (CPD)
ICT PROCUREMENT DEPARTMENT (ICTPD)
HEAD OFFICE, DHAKA —1000.

Amendment in the Tender Schedule relating to tender for supplying, Installation, Configuration,
Implementation & Testing of Web Application Firewall (WAF) for the Bank are as follows:

Ext.
S/N

Page number/
Annexure

Existing Technical Specification as
per Tender Schedule

Amendments

Page 10/
Annexure- [

A. BOM (Bill
of Material):
Note:

Note: 1. Licensing structure of the
proposed solution must comply with
the WAF throughput (2Gbps), L7
Throughput (40 Gbps) & centralized
architecture along with Enterprise
(Premium) level licenses to cover all
the features mentioned in the Technical
Requirement. 2. The OEM in the
PeerSpot  or  Expert  Insights
leaderboard for Web Application
Firewall (WAF) will get preference.

Note: 1. Licensing structure of the
proposed solution must comply with the
WAF throughput (2Gbps) or L7
Throughput (40 Gbps) & centralized
architecture along with  Enterprise
(Premium) level licenses to cover all the
features mentioned in the Technical
Requirement.

2. The OEM in the PeerSpot or Expert
Insights leaderboard for Web Application
Firewall (WAF) will get preference.

Pageno 11/
Annexure-II

The solution should support Layer-2
transparent inline and - Layer-3 reverse
Proxy deployment modes to manage
and protect the application traffic.

The solution should support Layer-2
transparent inline or - Layer-3 Reverse
Proxy deployment modes to manage and
protect the application traffic.

13

Pageno 11/
Annexure-II

The proposed solution must ensure
dynamic Service chaining in active-
passive mode.

The proposed solution must ensure
dynamic Service chajning in active-
passive mode. (Allow traffic through
different service chain & policy).

38

Page no 12/
Annexure-II

should provide a
comprehensive and interactive
interface  that  clearly shows
application's compliance against the
OWASP Application Security Top 10
and suggest remediation compliances
and configurations policies for non-
conformance.

The solution

The solution should provide a
comprehensive and interactive interface
that clearly shows  application's
compliance  against the OWASP
Application  Security and  suggest
remediation compliances and
configurations  policies for  non-
conformance.

104

Page no 16/
Annexure-II

The offered solution should have a
flexible attack mitigation workflow
comprising of but not limited to the
below mentioned processes.
a. Blocking of User/session

b. Feed Fake Data to Bots

c. Captcha Challenge

d. Filter the traffic.

e. Throttle/Rate based Blocking.
f. Session termination

g. Redirect loop to the Bad Bot
h. Custom business logic

The offered solution should have a
flexible attack mitigation workflow

.- comprising of but sot limited to the

below mentioned processes.
a. Blocking of User/session

b. Feed Fake Data to Bots

c. Captcha Challenge

d. Filter the traffic.

e. Throttle/Rate based Blocking.
f. Session termination

g. Redirect loop to the Bad Bot
h. Custom business logic

or support different
mechanism/technology  to
similar functionality.

type of
achieve

o
A

et




Ext. | Page number/ | Existing Technical Specification as Amendments
S/N | Annexure per Tender Schedule
Page no 16/ The offered solution must able to detect | The offered solution must able to detect
Annexure-I1 attacks created by Bad Bots like attacks created by Bad Bots like a.
a. Account take over, Account take over, b. Web Scrapping, ¢.
106 b. Web Scrapping, Application DDoS, e. Form Spam, f. API
¢. Application DDoS, Abuse or support different type of
¢. Form Spam, mechanism/technology to achieve
f. API Abuse similar functionality.
General Terms & Conditions:
S/N Page number & Parameters as per published Amendment
clause Tender Schedule
. .| The earnest money/bid security should
The eamest money/bid security | ... 1y 500,000/~ (Taka five lac) only
should be @ 2%% of total Tender | . . " .
. . issued in favor of "Islami Bank
4. Tender value and be issued in favor of s
1 \ " . . .. | Bangladesh PLC” in the form of Pay
Preparation Islami Bank Bangladesh PLC” in
Order / Demand Draft / Bank
the form of Pay Order/Demand . .
Guarantee(valid up to minimum 06
Draft/Bank Guarantee.
months).
All other terms & conditions shall remain unchanged as per Tender Schedule.
n(vé
.O'L
AV o
FAVP (ICTPD, CPD) PO (ICTPD, CPD)

M~
v
AVP (ICTPD, CPD)

.A.CJ\“(
SEVP'& Head of CPD




